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Email and electronic documents are fast becoming the most sought-after 
evidence in civil litigation. “Electronic data,” wrote Judge Elizabeth T. 
Maass in the case of Coleman (Parent) Holdings, Inc. v. Morgan Stanley 
& Co., Inc., “are the modern-day equivalent of the paper trail.”1 The 
amendments to the Federal Rules of Civil Procedure on electronic discovery
take effect on December 1, 2006, but inconsistency in judicial decisions 
regarding discovery of electronic evidence can cause severe headaches 
to counsel attempting to defi ne parameters of discoverable email.

Adding to the level of complexity is the challenge of obtaining electronic 
evidence from Europe, Asia, and, increasingly, Latin America. As more U.S. 
companies expand global reach by establishing facilities and by outsourcing 
services offshore, an increasing amount of data will be found outside the 
United States. These data cannot be obtained by the expedient of a discovery
demand or even, in many countries, by an American court order. How, then,
does one fulfi ll one’s obligation to obtain electronic evidence from outside 
the U.S.? Alternatively, how can counsel representing a global company 
comply with the discovery requirements to produce electronic evidence 
located overseas, while at the same time complying with regional and local 
regulations that restrict data transfer?

The threshold question is whether data are protected from transfer by statute 
or regulation. In most EU member states, the term “personal data” is liberally 
construed to include any information relating to an identifi ed person. In 
Europe, personal data are protected from disclosure outside the European 
Union. Without the consent of the data subject (the author, usually, in the case 
of emails), European Union Directives2 and enabling legislation of EU member 
states prohibit transfer of such data outside the European Economic Area (the 
member states plus Iceland, Norway, and Liechtenstein) to any area in which 
the data protection laws are not commensurate with the level of protection 
within the EU. The only countries the European Commission considers to 
have commensurate protection are Canada and Argentina, plus the territories 
of the Isle of Guernsey and the Isle of Man. 

It would be safe, then, to assume that emails, which routinely list the 
position and location of the sender, may be construed as protected data 
in many, if not most, EU states.3

In the absence of consent of the data subject or an order of a court in the 
country in which the data resides, a data protection agreement is required 
to transfer data to the United States for production of email evidence sought 
in discovery. Such an agreement can take one of the following forms: a 
data transfer agreement utilizing model contract clauses approved by the 
European Commission4; a Safe Harbor agreement5 fi led with the U.S. 
Department of Commerce, or a set of binding corporate rules.6 Each format 

requires that the company seeking to transfer data to the U.S. certify that it 
has policies and practices that protect personal data to the same extent as in 
Europe. As preparation of such agreements and of the required certifi cations
regarding the existence of privacy practices takes a fair amount of time, 
corporations with facilities in Europe would be well advised to have such 
agreements in place now rather than await judicial directives to produce 
emails that, in the absence of data-protection agreements or orders of a 
foreign court, would place the producing party in violation of law.

The litigator faced with demands or court orders for e-discovery from a 
global corporation faces yet another hurdle: Where are the data? This is not
as simple as it sounds; data created, for example, in Tokyo may reside on 
a server in Singapore. The law that applies to the data transmission is the 
law of the data’s location, but, again, there is a caveat. Certain countries, 
such as Canada7, France8, and the United Kingdom9 consider data created 
in those countries to be under the protection of their laws, as U.K. Deputy 
Information Commissioner David Smith confi rmed when he recently stated 
that an unauthorized transfer of U.K. data from an offshore outsourcer 
could be prosecuted by his offi ce “[even if] the breach [of privacy law] takes
place outside the U.K.”10

With the growth of outsourcing of back-offi ce services such as data 
storage and processing, the location of data cannot be taken for granted. 
Data protection laws in Japan, India, and Singapore vary widely in their 
restrictions upon the use and transmission of personal data. South America 
is fast becoming a location for outsourcing,11 and its data privacy regulations
follow a different philosophy from that of Europe or Asia—one in which 
individuals may, under certain circumstances, request destruction of their 
personal data.12

This seeming Rubik’s Cube of regional and local statutes and regulations 
may provoke headaches in the heartiest of litigators, but the pain can 
result in gain: Europe and Asia also maintain networks of very specifi c 
document-retention regulations requiring preservation of data (including 
emails, in certain circumstances) on toxic exposures,13 disposal of electronic 
equipment,14 and so-called “tracking data” (the identity of the sender and 
the course of transmission of certain electronic communications). 

Knowledge of these retention regulations can lead the litigator to evidence 
because the law—somewhere—may mandate preservation of the data. The 
next challenge, though, will be to know where to seek the data and how to 
ensure that transfer to the U.S. for purposes of litigation does not run afoul 
of regional or local law.
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